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ABSTRACT

Hiding important information into suitable cover is crucial task in keeping security
information from any edit, replace and change for the purpose of protecting special
communication from unwanted effects from the third parity. Hiding information can
be defined as a science or art for hiding important information in digital format such
as text, audio, video and image (message) into a suitable digital file (cover) into
deterministic sequence to prevent the detection of the hidden information from other
unwanted parts. The proposed method consist of many steps that integrates for the
purpose of producing compact result, the first step in the proposed system related
to encryption process of the important text that prepare to be transformed to the
suitable distention by extracting suitable key from a guide image in deterministic
way and then ciphering text, the second step related to the constructing fast
convolution neural network and used this network in detecting decided objects like
cars, persons, animals,..... and then determined the coordinates of the points of the
bounding box that cover the object after that in the third step a suitable algorithm
proposed for hiding encrypted text into the image out of the bounding box in
calculated position which is depend on the suitable metrics (edge strong) to decide
the accepted position for hiding the bits of the message. The results of hiding text
into suitable cover image have good values from the accepted range of the peak
signal to noise ratio as well as any person cannot be recognized any difference
between input and output images.

Keywords: steganography, convolution neural network, key exchange, edge
detection, stream cipher.
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I. Introduction

A. Steganography

Information hiding is the process of producing protected information into suitable
cover for the purpose of security, many algorithms will be suggested for ensuring the
security of the important and crucial information, these algorithms can be divided
into[1]

1- watermarking algorithm.

2- steganography algorithm.

Steganography algorithms suggest suitable and calculated path for hiding
information so this path can be converted in the other side for the purpose of
extracting the hidden information by applying the same and opposite direction so,
the goal of Steganography process is hiding secret messages inside other suitable
covers in a special way that does not permit any person to even decide that there is a
secret information present in this cover [2]. Hiding information into a media requires
following elements [3]

v" The cover file that will contain the message.

v The important and secret message ( text(plain or cipher), audio, video and image).

v The embedding function.

v" The extracting function which is the inverse of the embedding function [5].

v" A suitable password or key used in arranging embedding and extracting operation[4]
as illustrated in figure (1).

Password or key . dork
assword or key

Cover file Cover file”
Stego object
—>
—
embedding function > extracting function
—_— —
Message file Message file
sender recipient

Figure(1) General steganography system
There are many usage of steganography process
v" Send secret information to its destination.
v" Steganography process used in constructing watermarking process.
v’ storing information on a general location[3].
v" E-commerce depend on using protected users by password and username
embedded into suitable images by using steganography[5].
v Simplify Key exchange process.
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v’ Steganography simplify the process of transforming sensitive data with the
existence of eavesdroppers without knowing data has been passed [4].
Steganography techniques can be classified by many factors as follow
1- Depending on the password or key:- the type of the key classify
steganography algorithms into
v Pure steganography:- in this method of steganography the embedding process
start by first position of the cover file and stopped when the message file is finished
without taking in account any limitations or features to select some places rather than
other places [6].
v Secret key steganography:- in this method of steganography the embedding
process depend on secret key that is known for the two parts of hiding information.
This secret key can be words or features discovered from the cover and does not
change after hiding information for the purpose of never effecting the extracting
process after exchanging these features. The secret key can be used for deciding the
position for hiding information or for deciding the amount of message bits that will
be hidden in the specific position. In this methods the same key used in hiding
information in the cover file and in extracting the same information from the stego
object file[7].
v Public key steganography:- in this method the embedding and extracting
processes depend on two related keys (private and public) [8], each party of
steganography has public and private keys where the public key is known and spread
through the networks and private key is secret so the sender use the public key of the
recipient in embedding process of the message bits into the selected cover and send
them to the second party which used its private key for extracting information[9].
2- Depending on the types of the cover file:- the type of the cover file can be used
in classifying steganography algorithms into
v Text steganography:- in this method the cover file is text file (.txt, .docx,
.pdf,...) and the massage file can be in any format. The capacity of hiding information
here in limited and the change in the cover file is noticeable and the embedding
algorithm rely on some features like font size, spaces between letters, spaces between
words, spaces between lines, spaces between paragraphs, errors in writing specific
letters,....... [10].
v Audio steganography:- in this method of steganography the cover file is audio
file in any formats and the message file can be in any format, in this type of
steganography the capacity for hiding wanted messages is greater than text
steganography but the audio file is too sensitive to noise so the embedding
steganography is limited because of this factor [11].
v Image steganography:- in this method of steganography the cover file is image
in any format so this type is much popular than other types because of the popularity
of the image files as well as this type has good capacity in hiding large files without
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any visual effects in the stego object [12], there are many suggested algorithms to
implement image steganography each one of them has its special methodology in
hiding bits in random places with random number of bits from different pixels [13].
v Video steganography:- in this type of steganography the cover file is video file
(image file +audio file) the capacity for hiding information here is too great and have
advantages of images file as well as audio file in one file [14].

3- Depending on the approach of hiding information:- there are many types for
hiding information like
v Insertion steganography:- in this type of steganography the secret information

(message) hidden in some places in the cover file not readable by the known programs
for reading file in specific formats like after of EOF, some places of the header, ....... ,
so the cover file not exchange and the size of the stego file comparing to its type and
content represent a negative index for existence hiding information in the stego
file[15].

v Substitution steganography:- in this type of steganography the secret
information (message) hidden by substitute bits of message instead of bits of cover
file so the contents of cover file will be changed but in accepted range that does not
noticeable by the viewer of the stego file even if the examiner see the source cover file,
there are some metrics for deciding the efficiency of steganography algorithms like
peak signal noise ratio[10].

v Generation steganography:- in this type of steganography the sender create file
in any type consist of some decided features arranged in deterministic fashion so each
feature represent specific bits [15].

4- Depending on the domain of hiding information:- according to this feature,
steganography methods can be classified into

v Special domain steganography:- in this type of steganography the process of
hiding message in the cover done in special domain, and applying hiding algorithm
on the source cover file [7].

v DCT domain steganography:- in this type of steganography the process of
hiding information in the cover done after applying Discrete Cosine Transform, and
hiding message bits in the coefficients of DCT [16].

v Wavelet domain Steganography:- in this type of steganography the process of
hiding information in the cover done after applying Wavelet Transform, and hiding
message bits in the coefficients of regions (LL, LH, HL, HH) [17].

B. Convolution Neural Network

The main goal of machine learning is to finding suitable technique for detecting
recognizing wanted objects in a picture. In the past the researchers in recognizing
objects having the selection of effective object characteristics on the basis of human
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knowledge the detection of items depending on their features of that objects, such as
convolution neural network as illustrated in figure (2) [18].

(3, filter_width, filter_height)

{ﬁ } ’ O = Activation function
n

(n, width/2, height/2) => n = numbers of filters

Figure(2) convolutional neural network
many of models will be suggested some of them with accepted performance. Many
techniques of deep learning for the purpose of identification and recognition objects
are available, such as (Region, fast region and faster region) convolution neural
network, versions (1 to 6) YOLO, and the versions of SSD [19], two important steps
summarize the R-CNN for detecting objects, first step uses uniform Search
(Selective) for the purpose of locating specific number of boxes that related to the
wanted object in the input images. Then, the second step perform classifying process
for each bounding boxes by using convolutional neural network as illustrated in figure

(3) [19].

D softmax

bbox regressor

-~
~

input image with convolutional feature maps fel fe2
region proposals

Figure(3) region convolution neural network

The YOLO network is simple identification algorithm speedy by adding some
additional layers into pre-trained convolution-NN for the purpose of detecting
wanted object in the input images, as well as YOLO network is very suitable for
solving identification problem since it is more accurate as illustrated in figure (4).
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Figure (4) Yolo V5 architecture
C. Stream Cipher and key exchange
stream cipher (SC) traditionally use binary key with long equal or greater than text
because of security goals, stream key must be as long enough to improve the wanted
requirements of the security. The general idea of SC was similar to the One-time Pad.
The SC method based on applying XOR () gate between bits of the message and
related key bits [21], So stream cipher equation can be written as

E:{0,1} x{0,1} —{0,1}, (m, k) > m S k - (1)
Where m is the message.

K s the key.
plaintext, key stream and ciphertext bits are in the space {0, 1}.
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Generally one of the most crucial step in SC security is the process of providing the
key to the parties of communication and the succeeding of any SC method related to
the strength of the key. The general structure of stream ciphers can be illustrated in
figure (1)[22].

Keystream
Generator

Keystream
Generator

M——— > » D, P11,

Enervption Decruption
Figure (5) SC structure
One of the most important state in the cryptography system is key exchange problem
so many searches try to solve this problem by suggest some algorithms or managing
this process in secure but simple fashion [23].

II. Related work

1- Pin Wu et.al. (2018) in [24] combines perfect deep convolutional NN
strategies with steganography method for embedding image in image. The proposed
method hiding images with the same number of pixels with a hiding rate of 98.2%
(bits for each pixel) of 23.57 by changing only 0.76% of the file of the cover image on
average. The proposed method simply learns by applying end-to-end process of
mappings between the selected image as a cover and the embedded image in party
one and between pixels of the stego object image and of the hidden image. The
proposed system as well as show that the message image with specific payload
capacity, is still robust to some stego analysis methods like statistical method.

2- Eman S. Harba et.al. (2021) in [25] proposed a model of hiding video or
still image within cover video file by applying training and essentially using
convolutional neural networks (CNN). In the proposed system, two essential goals
can be performed for any hiding methods which are:

i- raising security, this state will be achieved in the proposed system by
randomized weights and network architecture. so, the way used by the network for
hiding the information is protected and unknown by person does not have the exact
weights.
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ii- increasing the capacity of the cover, and this process will be achieved by
making decisions to discover better position in the cover that produce more size in
hiding process.

Search used specific square images (45000) from the dataset "ImageNet" with width
equal to255 for the purpose of training.

3- Aarsh Bararia(2021) in [26] proposed and implement a technique for data
securing process by using Steganography and Cryptography methods for giving sound
security method consist of multiple layers of security and helping to carrying
important information securely. the message encrypted by using AES technique then
the encrypted text embedding within the decided image pixels after that the stego
object image encrypted within another cover using process of multi-image
steganography in merging with Deep NN. The system using cover image from specific
dataset and then training the network for the purpose of hiding first stego image into
the second cover image.

4- Fariha Aiman et.al. (2019) in [27] focused on video steganography By
hiding message Video within suitable and selected cover video. Firstly the residual of
the message video and the cover video is determined because embedding the residual
file is very easy than embedding source video. The system exploit the advantages of
deep convolutional NN strategies. The suggested model is efficient if it is compared
with other method as all results of the proposed system shown.

5- Anupama A Kori (2021) in [28] In this search, the message is a secret
image that will be embedded by suitable cover image which consist of embedding
process of the message and the stego image is separated from the cover file image
which involves the process of recovery suitable information. many deep learning
models like

i- Preparation Network,
ii- Hiding Network and
iii-  Reveal Network

Will be designed to perform as a dual and trained simultaneously on random images
that selected from proposed Database and the system efficiency is good on natural
images from different sources. The system embedding message image-into-cover
image by exploiting advantages of deep convolutional NN techniques.

6- Digvijay Pandey et.al. (2021) in [29] a covert communication and
extracting special data techniques depend on hiding process and the process of
compressing image is built by using suitable deep NN. the input to the proposed
system is textual image and the cover image pre-processed firstly, then the covert
images are performed and hidden into the least significant bit of the pixel of the cover
image. After that, stego object will be compressed for the purpose of saving storage
capacity at the embedding end. finally, the extracting end will receive this stego
object. So, the process of steganography as well as compression process converted
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in reverse fashion at the extracting end. The proposed system has many problems that
make it an efficient one compared to others. choosing perfect hiding method and
effective compression method is the most effective part in constructing the proposed
system which integrates methods of hiding image achieves best efficacy related to

peak signal-to-noise ratio as a metric.

I11.

The proposed system
The proposed system can be divided into two stages one for hiding information and
the other for extracting information each stage contain three main steps each one of
these step contain many processes inside it as illustrated in figure(6)

Input Input Input Input Input
image 1 message image 2 image 1 image 2
Extracting Object Edge Extracting Object Edge

key Detection detection key Detection detection
Stream Deciding pixels for Stream Deciding pixels for
cipher hiding information cipher Extracting information

] 4

Applying hiding

information

A- Hiding stage:- this stage start by entering two images one for extracting key
and the other for hiding input message by applying the following steps

1- Key extracting step:- this step consist of the following process

a- Input suitable image and secret message.

b- Dividing image into four different parts in many ways as illustrated in figure
(7)
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a-input image b-first way c-second way d-third way e-fourth way
Figure (7) dividing image into four parts
c- calculate number of pixel for each color value:- this process repeated for each

way of the four ways as well as for each band(red, green and blue) as illustrated in
table (1) for red band and the same process repeated for green and blue band.
Table (1) key constructing for red band

Way
Way 1 Way2 Wa
no. Y y 3 Way4
Pixel
val 0o 1 2 . 255 0 1 2 . 255 0 1 2 . 255 0 1 2 . 255
No. of 5 100 o 1 7 2 11 22 1 7 9 101 5 8 3 26
pixel
- =
= p— = [
= =} — - = ) - = ] = 5 =
; o 1S} 18] "
Binary < g © = = o s g = s S g S 3 = g
o =
Key 10111001000............. 1111101011............ 1011011111001............. 1100101101100011............. 11010

Then the key will be constructed by merging keys for red band by taking all four ways

then red band then blue band.

d- Ciphering secret message by converting it to binary representation and

applying Xor gate between message bits and key bits to produce encrypted message

that will be used in the next steps for hiding into suitable cover.

2- Object detect and identified by Yolo network and deciding region of Interest

step:- this step consist of many processes for the purpose of finding ROI as follow

a- Input suitable image to pre trained Yolo network for detecting and identifying

the existence of cars in the image as illustrated in figure (8).
— “? A L

=

Figure (8) Detecting car in the input image
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b- The bounding box that will be drown by the network can be taken as region 1

and the rest of images consider as region 2 as illustrated in figure (9)
[ = S B ' o

= 3 F £ —~3 ) 2 "'7 —
e Ea B SRR

Figure (9) dividing imagé into regions
c- Applying Sobel horizontal and vertical edge detection then calculate total edge

in each pixel

-1 -1 -1 -1 0
0 0 0 -1 0
1 1 1 -1 0
a-Vertical b-Horizontal
Figure (10) Sobel edge detector
The result of applying Sobel edge detector can be Explained in figure (11)
|'r_ﬁ7-7_7_ . | '

Figure (11) Sobel edge detection (red band)

d- Calculate mean value for edge values in region 1 and in region 2

e- If mean edge in region 1 greater than mean edge in region 2 then region 1
consider ROI otherwise region 2 consider ROI

3- Discovering pixels for hiding encrypted message and hiding information step.

In this process the ROI will be scanned from top to bottom and from left to right to
arrange edge pixel from high to low value and deciding number of bits to be hidden
in each edge pixel as follow

X = MAXedgevalue - MINedgevalue (2)

PIXELcagevalue = > Hide in 3 bits

-2

if ; > PIXELeggevalue = % Hide in 2 bits ..(3)

X

PIXELedgevalue < 2

Hide in 1 bit
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The message bits are embedding in image pixel according to decided number of bits
for each pixel and by scanning pixels according to the consider feature (the strength
of edge in each pixel in the input image)

B- Extracting stage:- in this stage the same steps and processes will be
implemented on input image 1 for extracting the same key as in hiding stage as well
as stego object to discover ROI in inverse fashion applied in the first stage as
illustrated in figure (6).

Here essential problem must be mentioned where all calculations in ROI must avoid
first three bits because these bits will be changed in hiding algorithm and all
calculation become wrong if three LSB will be consider.

IV. Results

When the proposed system will be applied on many images and messages the final
stego image will not be recognized that has any effect or any distortion in any pixel
compared with its neighbor as improved by efficiency metric peak signal to noise ratio
(PSNR)

PSNR = 10 l0gyy = (t-n)” (4

~Z2r=0 Lesolg(re)-1(r.e))?

Where

N= number of columns or rows in the image.
L= number of colors in the image.

G(r,c) is stego image.

I(r,c) is original image.

Test1

a- image1 b-object detect c- image 2

W nonw provide some examples of applications ha illustrate the requirements jus
enumeraled. o hese cxamples, we st (ee fevels o impactomoxpanizatons or
individuals should there be & breach of secunity (1., & loss of confidentially, integ-
rly, o avialability). These levels are defined in FIPS PUB 19

d- edge image e-message
Figure (12) test 1 results
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In test1 image 1 used for hiding information after finding edge image and decide
region 2 for hiding information according to suggested metric and image 2 used for
extracting secret key for encryption message. The PSNR for test 1 between stego-
image and input image is 95.35

Test 2

Reaiop 2

a- image1 b-object detect c- image 2

Student grade information is an assel whose confidentiality is
considered to be highly important by students. In the United States, the release of
such information is regulated by the Family Educational Rights and Privacy Act
(FERPA). Grade information should only be available to students, their parents,
and employees that require the information to do their job. Student enrollment
information may have a moderate confidentiality rating. While still covered by
FERPA, this information is seen by more people on a daily basis, is less likely to be
targeted than grade information, and results in less damage if disclosed. Directory
information, such as lists of students or faculty or departmental lists, may be
assigned a low confidentiality rating or indeed no rating. This information is typi-
cally freely available to the public and published on a school’s Web site.

d- edge image e-message
Figure (13) test 2 results
In test 2 image 1 used for hiding information after finding edge image and decide
region 1 for hiding information according to suggested metric and image 2 used for
extracting secret key for encryption message. The PSNR for test 2 between stego-
image and input image is 84.9

a- image1 b-object detect c- image 2
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Hiph: The loss could be expected to have a severe or catastroghic adverse
effect on organizational operations, organizational assets, or individuals.
A severe or catastrophic adverse effect means that, for example, the kss might
{i) cause a severe degradation in or loss of mission capability to an extent and

B duration that the orpanization is not able to perform one or more of its pri-

mary functicns: (§i) result in major damage o organizational assets; (i) result

B in major financial kess; or (iv) resull in severe or catastrophic harm to individu-

als involving loss of life or sericus, life-threatening injuries.
e-message
Figure (13) test 3 results

In test3 image 1 used for hiding information after finding edge image and decide
region 1 for hiding information according to suggested metric and image 2 used for
extracting secret key for encryption message. The PSNR for test 3 between stego-

V. Conclusions

image and input image is 96.6

Steganography methods depend on many factors for the purpose of deciding the
efficiency of the each algorithm, the proposed system work by deciding pixels for
hiding bits depending on the value of edge in this pixel and as known that the pixel
with high edge value is the place differ from its neighbors so this pixel is suitable for
hiding more bits compared with pixel has low edge value that reflects small differ
from its neighbors so this pixel is not suitable for hiding message bits. The discovering
the place of hiding information in the cover image is crucial step in any hiding system,
so discovering information related to the places of the image that will be used for
hiding information depend on the bounding boxes that will be drown by Yolo
network, this mean that the secret key that will be used by hiding information
algorithm depending on the input image and this key change if the input image
changed and the key change for each hiding process. ciphering secret text by using
stream cipher method after discovering secret key from the input image make the
process of key exchange simple for cryptographic system parties as well as very
difficult or impossible for any other unwanted person. The results of the proposed
system reflect the simplicity in ciphering and hiding information but very difficult in
analysis the stego-image that transform from the sender station to the recipient
station via network media.
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